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Presented here is the comprehensive cyber health check report for the
https://egateway.pec.org.pk/ website, as per your request. The primary aim of this
assessment is to uncover and address any existing security vulnerabilities and
weaknesses, providing you with valuable insights into the robustness of your
infrastructure. Through a simulated hacker attack from the internet, the exercise was
conducted to evaluate the target system within the defined scope. It's essential to note
that the outcomes of this assessment serve to furnish you with a holistic overview and
assessment of the health of the specified scope, empowering you to make informed
decisions and take proactive measures to fortify your cybersecurity posture.

Engagement Scope:

The target in scope for this activity was:

Executive Summary:

S/No Asset in Scope Testing Method

1 https://egateway.pec.org.pk/ Black Box

Summarised Analysis:
Here is a summarised analysis of the cyber health-check report in terms of resilience:
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Recommended Summary:

Upon conducting a comprehensive evaluation of your website, we've identified several
vulnerabilities that require immediate attention and improvement. These vulnerabilities
span various aspects of your website's security, ranging from Critical to Low severity.
Addressing these issues is paramount to safeguarding your online presence and
protecting your digital assets from potential exploitation.

For further insights into the security posture of your infrastructure, we welcome you to
contact us at ask@securepurple.com. Our team is dedicated to assisting you in
strengthening your website's defenses and safeguarding it against evolving security risks.



Health-Check Overview

Here are the findings regarding the security posture of the target within the defined
scope. 

Laravel debug mode enabled:

Vulnerable Urls: 
https://egateway.pec.org.pk/clients
https://egateway.pec.org.pk/password/email

Status: Open

When Laravel debug mode is enabled, it allows detailed error messages to be displayed,
potentially exposing sensitive information about the application's configuration, database
structure, or even user data. This vulnerability could lead to security breaches, as
attackers can exploit the disclosed information to identify and exploit weaknesses in the
application. To mitigate this vulnerability, ensure that debug mode is disabled in
production environments by setting the APP_DEBUG variable to false. Additionally,
implement proper error handling mechanisms to gracefully handle errors without
revealing sensitive information to users. Regularly review and update your Laravel
application and dependencies to patch any known security vulnerabilities.

https://egateway.pec.org.pk/clients
https://egateway.pec.org.pk/password/email


Documentation files:

Vulnerable Url: http://egateway.pec.org.pk/README.md

Status: Open

When documentation files such as readme.txt or changelog.txt are present in a web
application's production environment, they can potentially reveal information about the
application's technology stack, version, and sometimes even sensitive configuration
details. This information could aid attackers in targeting vulnerabilities specific to the
application version or technology. To mitigate this risk, it's advisable to remove these
documentation files from production systems altogether. Alternatively, if the files are
necessary for reference, ensure they don't disclose sensitive information and restrict
access to them through proper permissions or by placing them outside the web root
directory where they can't be accessed via HTTP. Regularly review and update these files
to remove any inadvertent disclosures of sensitive information.

Unauthorized Exposure of package-lock.json:

Vulnerable Url: https://egateway.pec.org.pk/package-lock.json

Status: Open

This file is associated with npm (Node Package Manager) and maintains a record of the
precise versions of every package installed. Unauthorized access to this file could
potentially reveal information about the versions of packages used in the system, which
might aid attackers in exploiting known vulnerabilities. We recommend restricting access
to this file to only authorized personnel and implementing proper access controls.

https://egateway.pec.org.pk/package-lock.json


Email Enumeration at password reset and client creation:

Vulnerable Urls: 
https://egateway.pec.org.pk/password/reset
https://egateway.pec.org.pk/clients/create

Status: Open

Email enumeration refers to the process of determining valid user email addresses by
exploiting responses from the system during specific interactions, such as password reset
requests or client creation attempts. This vulnerability can pose a significant security risk,
allowing malicious actors to identify valid user accounts and potentially exploit them for
malicious purposes.

The system provides different responses for valid and invalid email addresses during the
password reset process. When a valid email address is provided, the system responds
with a message indicating that an email has been sent with instructions for password
reset. However, when an invalid email address is provided, the system responds with an
error message indicating that "We can't find a user with that e-mail address". This
differential response allows an attacker to determine whether an email address is valid or
not, facilitating email enumeration.

Similar to the password reset endpoint, the client creation endpoint also exhibits
differential responses for valid and invalid email addresses. When attempting to create a
new client account with a valid email address, the system responds with a message
indicating that the account creation was successful. Conversely, when an invalid email
address is provided, the system responds with an error message stating that "The email
has already been taken". This behavior allows attackers to enumerate valid email
addresses by observing the system's response to client creation attempts.

https://egateway.pec.org.pk/password/reset
https://egateway.pec.org.pk/clients/create


Cache-control misconfiguration:

Vulnerable Urls: 
https://egateway.pec.org.pk/client_dashboard
https://egateway.pec.org.pk/client/post_project
https://egateway.pec.org.pk/client/projects
https://egateway.pec.org.pk/client/publicproject
https://egateway.pec.org.pk/messages 
https://egateway.pec.org.pk/client/consultants
https://egateway.pec.org.pk/client/profile
https://egateway.pec.org.pk/hash_password

Status: Open

This vulnerability arises from misconfigurations in cache control headers, allowing
sensitive information to be cached by the browser even after the user has logged out.
After logging out from a sensitive information page, pressing the back button may lead
the user back to the cached page, thereby exposing sensitive data.

This poses a significant risk to the confidentiality of sensitive information as it allows
unauthorized users who gain access to the same device or browser session to view
previously accessed sensitive data even after the user has logged out. It undermines the
intended security measures of the application and compromises user privacy.

https://egateway.pec.org.pk/password/reset
https://egateway.pec.org.pk/client/post_project
https://egateway.pec.org.pk/client/projects
https://egateway.pec.org.pk/client/publicproject
https://egateway.pec.org.pk/messages
https://egateway.pec.org.pk/messages
https://egateway.pec.org.pk/client/consultants
https://egateway.pec.org.pk/client/profile
https://egateway.pec.org.pk/hash_password


Fails to Invalidate Session after password change:

Vulnerable Url: https://egateway.pec.org.pk/password/reset

Status: Open

This vulnerability occurs when a user changes their password but remains logged in on
other active sessions, such as in different browsers or devices. Despite changing the
password, the old session remains active, allowing potential unauthorized access. This
poses a significant security risk as it allows unauthorized users to maintain access to the
account even after the password has been changed. It compromises the confidentiality
and integrity of the user's data and exposes them to potentially malicious activities. To
prevent this issue, implement session invalidation mechanisms that force logout from all
active sessions upon password change. 

https://egateway.pec.org.pk/password/reset


Conclusion

In conclusion, this assessment has provided a detailed overview, flagging identified
vulnerabilities, potential risks, and best practices based on the latest information
available. It is strongly advised to promptly address the issues highlighted in this report
to bolster the overall security posture of your IT infrastructure. However, it's important to
recognize that the threat landscape is continually evolving, necessitating ongoing
vigilance and adaptation to emerging risks. 

For further guidance on enhancing the security of your digital assets and staying ahead of
cyber threats, we encourage you to reach out to us at ask@securepurple.com. We remain
dedicated to supporting you in safeguarding your organization's digital assets and
maintaining a resilient security posture.
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